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Application #09/646,640 
Amendment dated December 28, 2005 

Aipendments to the claims! 

1 1. (previously cancelled) 

2 2- (previously cancelled) 

3 . (previously cancellG d) 

4. (previously cancelled) 

5. (previously cancelled) 

6. (previously cancelled) 

7. (previously cancelled) 

8. (previously cancelled) 

9. (previously cancelled) 

1 10. (currently amended) Data protection method for operating- a 

2 niicroprocesgor of a chip car d to protect data elements contained in 

3 a memory of a chin card from discovery by analysis of electrical 
^ power consumptio n by the microprocessor. RAid method using a 

5 cryptographic algorithm for executing operations for processin^j 

6 saM data elements so as to generate encrypted ii]iformation, said 

7 method comprising: 

^ opf^rat-ing the mic ronrocesgor to ranHmnlv modifying the 

9 order of execution of operations involving 

10 manipulations of data elements contained in the 

1 1 memory; from one cjycle to another, a cycle being a 

12 complete execution cycle of the algorithm or an 
1^ intermediate cycle of a group of operations, said 

1^ operations being operations whose order of execution 

15 relative to the others does not affect the result, 

^ ^ thereby protecting said data elements contained in 

1^ said memory and processed by a microprocessor in a 
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cliip card from discovery by analysis of the 
microprocessor's electric power consumption. 

1 IK (currently amended) The protection method according to claim 10, 

2 wherein the modified order of execution of operations include 

3 permutation of bits of a message block b efore which is performed 

4 after the permutation of bits of a key, and vice versa- 

1 12, (currently amended) The protection method according to claim 10, 

2 wherein the modified order of execution of operations include a 

^ random datfi-rmi n ation of the processing of quartfitRm ndifviTi^ tUo. 

4 order of proccooing quartcto making up a data olomont . 
1 13. (cancelled) 

1 14. (Currently Amended) Data protection method for operating a 

2 micrOnrocQSfior of a chip card to protect data elements contained in 

3 a memory of the c hip card from discovery bv analvsis of the electric 
^ power consumpti on of the microprocessor, said method using a 

5 symmetric crypto^aphic algorithm of the DES-tvpe with a 

6 permutation step for executing operations for processing data 

7 elements so as to generate encr5rpted information, said method 

8 comprising: 

9 operating the microprocessor to uaing n r . yTTiT> tf4;^ 

10 ci-yptographic algorithm of tho DES t5>T > o with a 

11 permutation otop, oaid permutation otcp jiaoluding a 

12 random randomly dote rminntion ef determine a 

1^ processing order of the bits for the execution of the 

14 permutation step, thereby protecting said data 

15 elements proooccod by a microproGOssor in a ohip oard 
1^ from discovery by analysis of the microprocessor's 

17 electric power consumption* 
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15. (previously presented) The data protection method of Claim 14 
wherein the cryptographic algorithm for executing operations for 
processing data elements includes a group of operations executed 

4 repeatedly, 

1 16. (new) The data protection method of Claim 10 wherein said data 

2 elements are keys. 

1 17, (new) The data protection method of Claim 10 wherein said data 

2 elements are keys. 
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